
CASE STUDY

 • Use HyTrust Appliance to create a 
secure access gateway to virtual 
infrastructure 

 • Monitor all access methods and 
protocols

 • Enforce access policy across virtual 
infrastructure

 • Selectively determine access 
privileges and parameters

 • Provide access records for 
compliance, monitoring, alerting, 
troubleshooting, and forensic 
analysis

 • Monitor hypervisor configuration 
with standard compliance templates 
such as PCI-DSS

State of New Mexico Chooses HyTrust to Secure 
Virtualized Infrastructure
HyTrust Appliance Enables Access Control, Policy Enforcement and Regulatory Compliance for 
the State’s Human Services Department 
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OBJECTIVE
Implement a cost-effective, 
scalable and flexible solution that 
delivers superior access control 
and compliance capabilities to its 
virtualized infrastructure

APPROACH

New Mexico Takes On Access Control and Compliance 
Challenges As It Virtualizes 

A mountainous state with dramatic scenery and a unique history, New 
Mexico is located in the U.S. southwestern region. Its diverse citizens 
comprise the sixth most sparsely populated state in the country. They 
give New Mexico a unique blend of old west tradition, Native American 
culture, world-famous artists’ colonies, thriving agriculture, and an 
evolving high-tech and filmmaking industry—along with other 
dynamic business directions. 

To meet the growing needs of private citizens, public agencies and 
businesses, the state government committed to modernizing and 
virtualizing its technology infrastructure—boosting efficiency and 
productivity while readying for future growth. 

Raising efficiency and streamlining government processes 
The State of New Mexico Human Services Department (HSD) is a key 
participant in New Mexico’s commitment to deliver state-of-the-art public 
services. HSD, a single, unified, cabinet-level department, serves over 
600,000 New Mexicans each month by administering several large state 
and federally funded programs. The department sought to consolidate 
redundant enterprise IT services while improving and streamlining its 
various agencies’ IT systems.

HSD’s mission is to provide cost-effective, high-value enterprise products, 
services and solutions within a secure, reliable environment. The 
department serves customers through leadership, strategic planning, 
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“This solution is ideal for
   managing access to our records  
   and other critical data.”

Gurusimran Khalsa,
Systems Group Supervisor, Human Services Department



standards and policy, and architecture and oversight. This adds up to 
improving IT service delivery overall and helping state government more 
effectively serve New Mexico’s residents.

The Challenges of Virtualization

Of 55 offices located throughout the state, the HSD is currently the only 
entity that has virtualized significantly. The department set a goal of 
virtualizing 90 percent of its operations and, by the publication date 
of this document, had already achieved 80 percent virtualization. This 
pioneering success has spurred virtualization initiatives among fellow 
New Mexico agencies. 

A security incident involving sensitive data had a major influence on 
how the State of New Mexico built its architecture. The incident caused 
HSD to rely heavily upon physical segmentation of the network in 
order to fortify and reinforce security. “From an operational standpoint, 
trying to physically segment the virtual infrastructure was cumbersome, 
complex and expensive, requiring the department to invest significantly 
in additional physical hardware and to maintain the segregation,” said 
Gurusimran Khalsa, Systems Group Supervisor at the New Mexico Human 
Services Department. “It had been a struggle in the past to maintain the 
level of control we needed over our virtual infrastructure. That’s why 
we turned to HyTrust for a robust solution that we could depend on for 
uncompromising control; one that was also scalable and fit within 
 our budget.”

 • Centralize access policy 

 • Secure access to the hypervisor

 • Logically segment the infrastructure 
without physical network changes

 • Gain clear visibility into all changes 

 • Centrally log all activity across 
virtual infrastructure

 • Grant direct access to privileged 
administrators

 • Maintain integrity of the 
environment

 • Improved overall security of 
virtualized infrastructure

 • Promoted confidence in ongoing 
virtualization

 • Centrally determined and enforced 
access policy

 • Leveraged RSA SecurID to secure 
virtual infrastructure

 • Helped the state address people’s 
needs more effectively

TECHNOLOGY IMPROVEMENTS

PROJECT OUTCOMES

“From an operational standpoint,
  trying to physically segment
  the virtual infrastructure was
  cumbersome, complex and
  expensive.”

The need to consolidate management in a virtualized environment 
In HSD’s virtual infrastructure, concerns primarily focused on 
management consolidation. Any individual with access to an application 
could compromise that application—but an individual with access 
to vCenter had the potential to compromise all applications. This 
necessitated additional safeguards. A system already in place required 
RSA SecurID tokens in order to gain terminal access to servers. Now, HSD 
wished to extend that requirement to include access to its hypervisors 
as well. In order to carry out that security reinforcement, the department 
sought HyTrust to provide this ultimate solution.



“The automated features of the solution,
   ease in logging and level of
   detail have built trust in our
   virtualization strategy.”

High visibility enables accountability and control, 
builds confidence
Key to reaching 80 percent virtualization was HSD’s ability to address 
security concerns—especially those resulting from the organization’s 
recent incident. In addition to securing access to the hypervisor, the 
HSD team needed to raise visibility to build confidence among users 
that it could control access to the virtualized environment. In addition to 
internal customers, the department also needed to demonstrate success 
in securing its infrastructure to external parties such as the Internal 
Revenue Service (IRS), which conducted periodic audits.

The HyTrust Appliance provides a comprehensive security solution 
The State of New Mexico HSD chose the HyTrust Appliance as a 
foundation for solving issues of access control, policy enforcement, and 
compliance. The HyTrust Appliance provides a secure gateway for access 
to the virtual infrastructure and supports all available access methods 
and protocols, including vSphere Client, Web client, and SSH.

HyTrust also delivers a straightforward solution for enforcing policy 
across the virtual infrastructure. These policies determine, among 
other parameters: 

 • Permissions to access specific resources

 • Conditions under which access is granted 

 • Which operations can be utilized

 • How infrastructure components interact with one another

The solution provides records of all access in a log-form that is: 

 • Granular

 • User-specific

 • Human-readable

 • Audit-quality
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The solution can also analyze the hypervisor configuration and ensure 
that it maps to the stringent templates required by such regulations as 
the Payment Card Industry Data Security Standard (PCI-DSS). The HyTrust 
Appliance can also assess and remediate the configuration as needed. 

Segmenting the infrastructure supports security
The HyTrust Appliance enables logical segmentation of the infrastructure 
so that departments such as HSD can enforce separation of duties, gain 
complete visibility into changes, and provide evidence of compliance. 
The solution dramatically improves customers’ return on investment 
in virtualization by promoting secure, accountable self-service across 
the entire IT ecosystem, which can lower operations costs significantly. 
Raising user confidence promotes higher levels of cost-effective 
virtualizing—including in systems that are mission-critical, contain 
sensitive data, or are subject to compliance.

New Mexico’s Spectrum of Benefits as a HyTrust Customer

As the State of New Mexico deepens its partnership with HyTrust and 
moves into full implementation of its solution, the HSD will gain the 
major benefit of being able to centrally determine access policy—
whichever method is used. This independent determination will 
further control and accountability. In addition, the HSD will gain clear 
visibility into all changes within its virtualized environment. Since 
HSD’s investment in HyTrust, VMware has announced support for AD 
integration—but this nevertheless continues to fall short of the 
State’s requirements. 

Now, with HyTrust, HSD is able to centrally log all activity, leveraging 
its existing AD infrastructure and investment in RSA SecurID. The 
department can also maintain the ability to grant privileged 
administrators direct access to hosts without compromising the integrity 
of the environment. This enterprise-class level of control is unique in 
the industry, and gives HSD and the state of New Mexico the major 
advantages of being able to control for access, accountability, and 
visibility in their rapidly virtualizing infrastructure. “We are already seeing 
multiple benefits from our decision to go with HyTrust,” said Khalsa. “The 
automated features of the solution, ease in logging and level of detail 
have built trust in our virtualization strategy. Not only have we gained 
greater control of our infrastructure, we are also seeing proof that we’re 
using our resources much more efficiently.”


